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ABSTRACT 

 

Internet of Things (IoT) provides an attractive surface for attackers to initiate large scale network 

attacks due to inherent vulnerabilities such as default usernames and passwords in the IoT 

devices. As can be seen by recent massive scale attacks such as Mirai, bots make use of this 

weakness to compromise vulnerable IoT devices and launch targeted attacks towards critical 

network infrastructure. Botnet attacks consist of multiple stages starting from scanning and 

progressing until specific attacks such as Distributed Denial of Service (DDoS). These individual 

stages leave traces in the underlying network traffic which can be extracted as patterns. To this 

end, we propose a framework that first extracts patterns from network traces using data mining 

and subsequently, trains a machine learning model to classify the extracted patterns to 

corresponding attack stages. The patterns are mined locally at gateways of each network and 

then, federated learning is used to train a global model at a centralized security manager by 

exchanging the weight parameters without violating the privacy concerns. We demonstrate the 

effectiveness of the proposed framework through multiple experiments using the OpenStack 

platform. 
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